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ABSTRACT — Mobile Ad hoc networks are 

autonomous collection of devices that enables 

communication in an on-demand manner. Due to 

its decentralized nature, the network is exposed to 

external security issues due to which the 

performance of the network is retarded to a 

greater extent. To avoid inbound network 

misbehavior and node elimination here we 

propose markov based prediction, rank based 

node selection and secure transmission methods. 

To further optimize neighbor selection and to 

improve network performance by minimizing 

backtracking process, an integrated approach of 

Recovery Path Routing (RPR) and ranking were 

proposed. Rank method selects a node by its 

behavior wherein recovery routing initiates 

rerouting from the discontinued node and also 

prevents backtracking issues. As a result, the 

network has less impact towards re-transmission 

and detection by avoiding multiple flood issue. 

The simulation proves the effectiveness of the 

proposed system by improving detection rate and 

minimizing drop and delay.  
Keywords - Hyper-geometric distribution; Markov 

process; Rank process; Recovery Path Routing.  

 

I INTRODUCTION 

Mobile Ad hoc Networks (MANETs) consisting of a 

collection of wireless mobile nodes that communicate 

with each other without having any centralized 

monitoring system. MANETs can be deployed 

efficiently and there arise a number of issues in 

routing. Routing is very much difficult in MANETs 

because of no centralized monitoring network 

terminal, mobility may cause radio links to breakup 

frequently. When any link of a path is break, this path 

needs to be either repaired through finding another 

link or replaced by a newly found path. Such 

rerouting operation wastes the scarce radio resource 

and battery power whereas rerouting delay may affect 

the quality of service (QoS) and de-grade network 

performance. To reduce rerouting operation, path  

 

reliability may be more important in selecting 

optimal paths in MANETs than other metrics such as 

path cost and QoS that are frequently used in wired 

networks. Link availability is used to find the link 

available by measuring the probability or degree. 

Prediction-based link availability gives estimation to 

quantify the link reliability. This quantity uses some 

instantly available information and also considers the 

dynamic nature of link status in order to properly 

reflect the link reliability [1].  

Other issues is to cope up with the selfish behavior of 

the neighboring node whereas routing and forwarding 

it is mandatory to study and analyze the behavior of 

selfish neighbors in the network so we introduce a 

probabilistic model that observes the behavior of the 

intermediate node whereas forwarding packets from 

source to destination. For this, they use a markov 

process to represent a cluster of one-hop neighbors as 

one collaboration point. As a result they able to 

regulate the collaboration based on residual energy, 

the number of neighbors in the cluster and other 

network parameters [2]. Another thing is network 

topology of MANETs changes rapidly hence there 

occurs a routing attack. Security is a major issues in 

this infrastructure, here three attacks namely selfish 

node attack, shared root node attack and control 

packet attack are consider out of this the shared root 

node has more vulnerable issues, using Multicast Ad 

hoc On Demand Distance Vector (MAODV) protocol 

these attacks are evaluated using three parameters 

namely packet delivery ratio, control overhead and 

total overhead to overcome this attack [3]. Hence this 

protocol is insufficient due to multiple link failure 

and state transition increase a pause time of the 

communication. To cope up with those types of 

issues proficiently we introduce a rank based secure 

scheme with recovery path routing that reduces the 

backtracking of data packet. . 
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II RELATED WORK 

In case of shared root node attack, the attacker node 

disguises a tree node and sends a MACT packets i.e., 

a tree prune control packet to all the nodes’ present in 

the multicast tree. If a downstream node has one and 

only downstream link and if it is a non member, it 

prunes itself and sends a prune message to its entire 

downstream node. This may cause multicast tree to 

be pruned. So the multicast pruning may disturb the 

group communication by not relaying the packets to 

the multicast members as well as the non members. 

Here, we propose a detecting shared root node 

algorithm to identify the mobile nodes which tries to 

exhibit shared root node behavior. The identified 

attacker nodes are removed and new zone leader is 

elected by means of the secure zone leader election 

algorithm. The newly elected zone leader will update 

its entries in the multicast table. The zone is 

reconstructed with the help of newly elected zone 

leader. The Mitigating mechanisms for rendezvous 

point attack has (i) A Markov process based 

prediction model that detects a attack node 

futuristically has not been much explored to the best 

of our knowledge. (ii) A forecasting model that 

incorporates a Hyper-geometric trust factor for 

mitigating rendezvous point attack for enhancing 

packet delivery rate is not examined. Hence, these 

limitation may result in introducing Hyper-geometric 

Trust Factor based Markov Prediction Mechanism 

(HTFMPM) for extenuating rendezvous point attack 

that quantifies the pressure of rendezvous point 

attack. In this model a rank based scheme has been 

introduced to quantify the node transmission rate by 

using the behavior model.  

 

III PROPOSED WORK 

In a new rank based self initiated routing method is 

proposed to select/identify active transmission 

neighbor based on distributed trust by the neighbors 

self initiated forwarding avoids back tracking of 

packets and thus minimizes source drop. The 

integrated approach provides secure transmission for 

a MANET. This process is performed by the 

following task as,  

 o Neighborship based detection. o 

Ranking process.  

 o Recovery node 

identification and rerouting.  

  

 

• A. Neighborship based detection:  

 

Each node shares its position at the maximum 

displacement. Displacement update is used to find the 

accurate neighbor for propagation. (it minimizes link 

failures).  

From large ranked to minimum ranked condition 

makes specific for selection that is lesser 

transmission overhead. Supports multi path node 

selection.  

B. Ranking Process:  

• Based on the trust gain, each node broadcasts its 

rank to the communication requesting node.  

• Rank is given to those that are in range at the time 

of broadcast.  

 

Trust Factors:  

Packet delivery factor and response time are the trust 

factors considered here. In this, packet delivery factor 

is increases with response time or decreases 

otherwise, Drop decreases if response time decreases.  

 

Packet Transaction rate:  

 

��� = Σ�(	)�(	)�	=0  

 

Packet drop: 

 

dp=Σ[dr(i)~`ds(i)t(i)−t(i~t)ni=0+ 

dr(i+1)~ds(i+1)t(i+1)−t(i+1~t)+⋯+dr(i+n)~ds(i+n)t(i+n)−t(i

+n ~t)]  

Response time:  

��=Σ[�����(	)−���� (	)!"	=1  

 

Where, Ksequence of 1,2,3.., K t(n)  

Probability of ��:  

��� S to D when {� (�)>0 $� � (�)≠0}  

Trust Computation:  

To compute the trust factors using the following 

formulae,  

�'(	)=(���−� ���=: �� Where t≠0 {for all *"∈�'}  

if, � =0;  

�'(	)=(��� ���∶ ��  

�'(	)= ( ��  



ISSN (ONLINE): 2454-9762 

ISSN (PRINT): 2454-9762 

Available online at www.ijarmate.com  

International Journal of Advanced Research in Management, Architecture, Technology and   

Engineering (IJARMATE) Vol. 3, Issue 5, May 2017 

 

All Rights Reserved © 2017 IJARMATE                                                              3 

 

Node selection:  

To select the node for routing we are using the 

following formula,  

Node selection = Max{T�'(	),�'(	+1),..�'(	+/)}  
Ranking Process:  

• Rank lies between one and number of nodes in 

range.  

• If all the trust values are satisfied, rank=1  

• If almost one condition is not satisfied, rank=2  

• If more than one condition is not satisfied, 

rank=number of nodes – 1  

• If number of condition is satisfied, rank = number 

of nodes in range + 1.  

 

A neighbor is discarded based on:  

• Larger rank.  

• If it denies to share previous history of rank.  

• If it is out of range.  

• If miscommunicated.  
 
C. Recovery Node Identification and Rerouting:  

 

Identify the recovery node to initiate the 

transmission. It prevents backtracking (i.e) avoids 

data to be transmitted back to the source from the 

point of drop. The recovery node is selected based on 

the broadcast a node receives (at the time of source 

routing) from its forwarding node. Recovery node 

initiates re-transmission rather than broadcasting. 

Further node selection is based on weighted node 

selection/ shortest path from the recovery node.  

IV ARCHITECTURE 

 

Fig. 1 shows the flow of how the packet transfer from 

source to destination via intermediate node using the 

Ranking based secure routing scheme in MANETs 

with recovery path routing.  

 

V EXPERIMENTAL RESULT 

In this experiment, the performance of the proposed 

rank based approach assessed by varying the number 

of root node attacker and recovery path routing that 

reduces the source node queue in the simulation 

environment. These experiments shows the Packet 

Delivery Ratio (PDR), throughput, average packet 

latency, packet drop rate and detection rate derived 

from various mitigation mechanisms. In Ad hoc 

network, the PDR value decreases as number of root 

node attackers increases, the proposed system 

increase the PDR when compared with other existing 

system and also it reduces the backtracking of 

packets.  

 

 
Fig.2 represents the comparison graph between the no. of nodes 

and latency.  

 

Fig. 3  
Fig.3 shows the comparison graph between the no. of attackers and 

drop rate.  

 

VI CONCLUSION 

We have studied the problem of transmission 

overhead due to backtracking of packets. A new rank 

based self initiated routing method is proposed to 

select active transmission neighbor based on 

distribution by the neighbors. Self initiated 

forwarding nodes avoid backtracking of packets and 

thus minimizes source drop. This integrated approach 

provides secure transmission for a MANET. As a 

result, the network has less impact towards re-

transmission and detection by avoiding multiple 

flood issue.  
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