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Abstract: 

This project concentrates on WSN’s critical 

security issue due to their unattended and hostile 

deployment in the field. Sensors are usually deployed 

for sensing task and to sink in the single hop 

topology. The sensed data is transmitted in multi hop 

or direct relaying manner. In model of energy 

consumption it cost less energy in shorter range than 

longer one. However, due to the nature of the sound 

wave, the concurrent transmission is the major issues 

in medium access control (MAC). This MAC also 

has a issue in data collisions sensor networks which 

is to be avoided. Authenticating remote users in such 

resource-constrained environment is a paramount 

security concern. At this time interval the slot owner 

hold isolated access rights. This gives a collision free 

communication and they do not have energy wasting 

contention period. User authentication in wireless 

sensor networks 

Keywords- User Authentication, Wireless Sensor 

Networks, Security, RSA Algorithm. 

 

I.INTRODUCTION 

The rapid development of the micro 

electromechanical equipment system and wireless 

network technologies, wireless sensor networks 

(WSNs) are becoming more and more popular in day 

today life as they offer economically viable, real-time 

monitoring solutions. In hostile environment the 

wireless sensor can be done easily. They are used in 

hostile environment mostly. They are used is various 

fields like traffic monitoring, wildlife monitoring, 

health care monitoring, military surveillance, 

environment control, habitat monitoring and vehicle 

tracking,. This WSN plays a vital role in our daily 

life part. The external users on critical applications 

they commonly uses real time applications. 

 

Fig. 1. Data Access in WSN’s 

The long delays of response the authentication 

introduce another kind of problem. 

As shown in Fig. 2, at the beginning, all nodes are 

listening to the control channel. Node a starts its 

handshaking process with node b on the control channel 

and then selects channel 1 for communication. Later, 

nodes c and d also negotiate on the control channel for 

their data transmission. The CTS message is return to c 

node when the node b gives CTS message to node d and 

selects its own data channel .In this case, node d does not 

know that the channel has already been used by node b. 

Here is makes collision by communicating with c node 

with one channel. This is called as “long delay problem”. 
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Fig. 2. Authentication and Key Exchange Protocol 

 

User anonymity is among the imperative 

properties of two factor authentication schemes for 

WSNs. A more satisfactory property of user 

anonymity is user un-traceability. That is, a scheme 

accomplishing this advance property can resist the 

adversary from linking multiple instances of 

communication generated by the same user and also 

from tracing a current location, moving history, etc. 

As a consequence, most schemes that attempts to 

preserve user privacy aim at fulfilling this stronger 

notation of user anonymity. 

II. SYSTEM MODEL 

In this paper, we use the following 

multichannel WS network model:  There are many 

channels in the network, where each has equal 

bandwidth. The control message exchange is 

dedicated by one control channel. The data 

transmission is done by the data channels. The 

control channel is known by all nodes and listens to 

them in no data to receive or to send. 

The transceiver has a capability to switch to 

various channels such as data and control channels 

where each nodes has only one of this kind of 

transceiver.  

For the ease of presentation and analysis, we 

use a circular transmission range R for each node if 

the distance is bigger than R then 2 nodes do not 

interfere. The acoustic signal has propagation speed 

which is v. And thus, the maximal propagation time 

T for the acoustic signal from a node to reach its 

transmission range equals R v . if the same channel 

when the signal for anode get received more than one 

node then packets get lost by collision.  

Each node moves slowly or remains static 

and can able to notice their own position instruction. 

This is a reasonable assumption as localization has 

been widely explored for networks. Position 

information is needed by the functions of networking 

such as Geo-routing  and environment monitoring 

applications. System cost will not increase in this 

assumption much. Though some localization strict 

synchronization is not needed where they need some 

synchronization service. 

Each sensor is assumed to be able to 

communicate with the sink directly, which is 

reasonable because the average depth of the ocean is 

4 km and the communication range of an acoustic signal 

can reach 10 km. Nevertheless, since the energy of a node 

is limited, it is better to communicate with neighboring 

nodes to reduce energy consumption. 

Thus, multi-hop forwarding saves much energy 

consumption. Therefore, most of the communications in 

the paper are neighboring communication to reduce the 

energy consumption, even though the nodes can 

communication with the sink directly. That is why the slot 

size is assumed to the propagation delay between two 

neighboring nodes.  

 

Fig. 3. Packet format of control messages 

To increase the network applicability, the paper 

explores all kinds of communications, such as the sink-to-

node, node-to-node, and node-to-sink communications. 

III.ALGORITHM 

The RSA algorithm involves four steps: key 

generation, key distribution, encryption and decryption. 

RSA involves a public key and a private key. The public 

key can be known by everyone and is used for encrypting 

messages. The intention is that messages encrypted with 

the public key can only be decrypted in a reasonable 

amount of time using the private key. 

The basic principle behind RSA is the observation 

that it is practical to find three very large positive integers 

e, d and n such that with modular exponentiation for all m:  

( m e ) d ≡ m ( mod n ) {\displaystyle (m^{e})^{d}\equiv 

m{\pmod {n}}} {\ displaystyle (m^ {e})^{d} \equiv 

m{\pmod {n}}} and that even knowing e and n or even m 

it can be extremely difficult to find d. 

Key Generation 

The keys for the RSA algorithm are generated the 

following way:VChoose two distinct prime numbers p and 

q. 

         For security purposes, the integers p and q should 

be chosen at random, and should be similar in magnitude 

but 'differ in length by a few digits'[2] to make factoring 

harder. Prime integers can be efficiently found using a 

primality test. 
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    Compute n = pq. 

        n is used as the modulus for both the public 

and private keys. Its length, usually expressed in bits, 

is the key length. 

     Compute λ(n) = lcm(λ(p), λ(q)) = lcm(p − 1, 

q − 1), where λ is Carmichael's totient function. This 

value is kept private. 

    Choose an integer e such that 1 < e < λ(n) and 

gcd(e, λ(n)) = 1; i.e., e and λ(n) are coprime. 

    Determine d as d ≡ e−1 (mod λ(n)); i.e., d is the 

modular multiplicative inverse of e (modulo λ(n)). 

            This is more clearly stated as: solve for d 

given d⋅e ≡ 1 (mod λ(n)). 

            e having a short bit-length and small 

Hamming weight results in more efficient encryption 

– most commonly 216 + 1 = 65,537. However, much 

smaller values of e (such as 3) have been shown to be 

less secure in some settings.[13] 

            e is released as the public key exponent. 

            d is kept as the private key exponent. 

The public key consists of the modulus n 

and the public (or encryption) exponent e. The 

private key consists of the modulus n and the private 

(or decryption) exponent d, which must be kept 

secret. p, q, and λ(n) must also be kept secret because 

they can be used to calculate d. 

Alternatively, as in the original RSA 

paper,[2] the Euler totient function φ(n) = (p − 1)(q − 

1) can be used instead of λ(n) for calculating the 

private exponent d. This works because φ(n) is 

always divisible by λ(n), and thus any d satisfying d⋅e 

≡ 1 (mod φ(n)) also satisfies d⋅e ≡ 1 (mod λ(n)). 

However, computing d modulo φ(n) will sometimes 

yield a result that is larger than necessary (i.e. d > 

λ(n)). Most RSA implementations will accept 

exponents generated using either method (if they use 

the private exponent d at all, rather than using the 

optimized decryption method based on the Chinese 

remainder theorem described below), but some 

standards like FIPS 186-4 may require that d < λ(n). 

Any "oversized" private exponents not meeting that 

criterion may always be reduced modulo λ(n) to 

obtain a smaller equivalent exponent. 

Since any common factors of (p − 1) and (q 

− 1) are present in the factorisation of n − 1 = pq − 1 

= (p − 1)(q − 1) + (p − 1) + (q − 1),[14] it is 

recommended that (p − 1) and (q − 1) have only very small 

common factors, if any besides the necessary 2 

 

IV.PROTOCOL DETAILS AND 

IMPLEMENTATION 

In this section, to improve the channel utilization 

and to prevent the collisions for WSNs.  

A. Slot Selection Constraints If a transmission 

pair has been scheduled in the network, the remaining slots 

cannot be used for transmission arbitrarily. 

Free: this channel is free and can be used or reserved. 

Reserved: here, some nodes have reserved for data packet 

transmissions.  

Busy: this channel is busy in transmitting data packets. 

The usage information of the data channel are 

been recorded in the table which is maintained by the 

node. Information such as locations, the destination node, 

source node, the length of its data packet and the channel 

status are been recorded in the table. 

As a results, a slot can be classified into four sets, 

unable to transmit (UT), unable to receive (UR), unable 

both to transmit/receive (UB), and free both to 

transmit/receive (FB).  

Performance comparison with Security 
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Fig. 5. Average Network Throughput 
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V.CONCLUSION 

 

The WSN communication is the most 

practical technology for real time entities. But the 

security is most preferable and needed one. Each and 

every data watched by a person or team to earn 

money with illegal operations of that hacked data. So 

Security is very essential one. This project is 

maintain the security in lightweight method. The 

efficiency of method is very high. 
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